
Single Sign-On as a Docker Container
Feature Matrix

www.avatier.com

Key Features Avatier

1. Choice of Delivery as Hosted Cloud Offering Private Instance �

2. Choice of Delivery as On-Premise Docker Container �

3. Supports Kubernetes for Orchestration �

4. Continuous Delivery with Roll Back �

5. Built-In Load Balancer �

6. Auto Launch Additional Servers on Load �

7. Auto Scale Back Servers as Demand Decreases �

8. Support for Production, Development and Test Environments* �

9. Rotating Encryption Key with Dual Customer/Vendor Recovery �

10. Subscription based pricing �

11. Cross Site Scripting Protection �

12. SQL Injection Projection �

13. Access Control to Common Config Sections �

14. Military Approved �

15. User Centric Design �

16. Business Focused Architecture �

17. Over 35 Documented SSO REST API’s �

18. Unit Tested SSO API’s �

19. Smart Start Configuration Wizard �

20. Contextual Learning System �

21. Context Sensitive Help �

22. Over 100 How-to Videos �

23. Computer Based Training (CBT) with certification test �

24. Custom Sign-Out URL �

25. Cost Savings Calculator �

26. Tamper Detection for Social Login User mapping database �
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27. Email Alerts on Configuration Changes �

28. Customer Branding - graphics, fonts, style sheets �

29. Multi-lingual support for over 30 languages �

30. Help desk controlled one-click password reset �

31. Multi-currency support �

32. Support for Primary and Secondary Servers �

33. Automatic Fail Over Secondary Server �

34. Automate tasks before or after an operation �

35. Risk Scoring & Risk Intelligence �

User Interface Features 

1. True Responsive Interface Portrait & Landscape Mode Support �

2. Desktop Support �

3. Mobile Device - iOS, Android �

4. Tablet Device - iOS, Android �

5. Microsoft Teams �

6. Microsoft Outlook �

7. Google Chrome Extension �

8. Multifactor Authentication - MFA �

9. Re size Web App Tiles x6 �

10. Web App Description Details �

11. Type Ahead Search �

12. In-Placed Edit Web App �

13. List View �

14. Web App Details - Last Login �

15. Web App Details - Total License Purchased �

16. Web App Details - Total License Assigned �

17. Web App Details - Total License Used �
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18. Web App Details - Total License Savings �

19. Web App Details - Total License Shortfall �

20. Web App Details - Toggle between Dollars, License Count, Percentage �

21. Web App Classification - Personal or Shared �

22. Last Login Time and Date �

23. Last App Launched Time and Date �

24. Sort by Alpha �

25. Sort by Most Used �

26. Web App Grouping Using App Tagging �

27. Enterprise App Tagging �

28. Personal App Tagging �

29. Auto Launch Web App at Login �

30. Hide Web App �

31. Forgot Password Enrollment �

32. Google Recaptcha Version 2 �

33. Google Invisible Recaptcha �

34. Terms of Use Message per App �

Native Directory Integration

1. Native Directory SSO Authentication �

2. Native Directory Support - Active Directory, LDAP, Radiant Logic VDS �

3. No Directory Synchronization Required �

4. Leverage Native Users, Groups, & OU’s for Delegation of Web Apps �

5. Shared Credentials Delegated Web Apps �

Saas License Management

1. SaaS License Management �

2. SaaS License Usage Tracking by Application then Users �

3. SaaS License Usage Tracking by Users then Application �

4. SaaS License Usage Tracking by Day, Week, Month, Quarter, & Year �
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5.	 SaaS License Track Cost �

6.	 SaaS License Track Number of Licenses Purchased �

7.	 SaaS License Track Percent Deployed �

8.	 Microsoft Authenticator �

Identity Management Integration

1.	 Identity Management Integration for Lifecycle & Password Management �

2.	 Integration with HR System for Automated Provisioning* �

3.	 Integration with HR System for Automated Deprovisioning* �

4.	 Password automatically set when provisioned* �

Administration & Operations

1.	 Exclusions / Inclusions Users, Groups & OU’s �

2.	  Email Notifications �

3.	 Email Notifications Redirect (for testing) �

4.	 Access Control to SSO Configuration Sections �

5.	 Soft Lock out after failed attempts �

6.	 Notified after failed attempts �

Event Logging & Reporting

1.	 Canned reports �

2.	 Cost Saving Analytics Reports �

3.	 Report creation tool �

4.	 Integration with report creation tools �

5.	 SIEM - RFC5424 �

Ticketing Integration

1.	 Ivanti �

2.	 ServiceNow �

3.	 HP Help Desk �

4.	  Cherwell �

5.	 SMTP Generic �
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1. Microsoft Internet Explorer 8-11 �

2. Microsoft Edge �

3. Chrome �

4. Safari �

5. Firefox �

6. Opera �

7. DuckDuckGo �

8. Maxthon �

9. UC Browser �

10. Torch �

11. Seamonkey �

12. Avant �

13. Vivaldi �

14. Tor �

15. Chromium �

Authentication Features

1. Microsoft Windows Integrated Authentication �

2. SAML Authentication Support �

3. oAuth Authentication Support �

4. SCIM Support �

5. Social Single Sign-On �

Multi-Factor Authentication (MFA) Features

1. Avatier SMS Teleco Provider Free Text  One-Time Passcode �

2. Avatier SMS Twilo One-Time Passcode �

3. Avatier SMS Tropo One-Time Passcode �

4. Avatier SMS Infobip One-Time Passcode �

5. Avatier Alternate Email One-Time Passcode �

Single Sign-On Feature Matrix  5Copyright © 2025 Avatier Corp. All rights reserved.



Single Sign-On as a Docker Container
Feature Matrix

Multi-Factor Authentication (MFA) Features (Continued) Avatier

6.	 Avatier Knowledge Based Question & Answers �

7.	 DUO �

8.	 Google Authenticator �

9.	 Microsoft Authenticator �

10.	� Radius �

11.	� RSA SecureID �

12.	� Symantec VIP �

13.	� HID Mobile Access �

14.	� CensorNet MFA �

15.	� CrossMatch Digital Persona �

16.	� DeepNet Security DualShield �

17.	� EarlyWarning Authentify �

18.	� Entrust Datacard �

19.	� Gemalto - Safenet �

20.	� Infobip Push �

21.	� LoginTC Mobile �

22.	� neXus - neXus Prime �

23.	� Plivo SMS �

24.	� PointSharp - PointSharp ID �

25.	� SecureAuth �

26.	� SecurEnvoy - SecurAccess �

27.	�  Twilio - Authy �

28.	� Vasco Data Security - IDENTIKEY �

Biometric Authentication Support

1. Avatier Biometic Mobile Device Finger Print �

2. Avatier Biometric Mobile Device Face �

3. Avatier Biometric Mobile Device Voice �

4. Imageware �
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5.	 BioID �

6.	 IriTech �

7.	 Secur-eye �

8.	 Morpho-Trust �

9.	 Precise Biometrics �

10.	� S.I.C. Biometrics �

11.	� FingerCheck �

12.	� Biocryptology �

13.	� Gemalto �

14.	� M2SYS �

15.	� Mobbeel �

16.	� BehavioSec �

17.	� HYPR Corp �

18.	� AnchorID �

19.	� B-Secur �

20.	� 01 Systems �

21.	� 4Gid �

22.	� Access-IS �

23.	� Accurate Biometics �
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Avatier is the Identity Management company of the future with innovative solutions for 

today.  Avatier develops a “state of the art” identity management platform enabling 

organizations to scale faster, innovate quicker, conquer and embrace change, and 

dominate competition worldwide. Our Identity solutions are delivered using the latest 

Docker container technology providing the maximum flexibility, scale, and security to 

our customers.  Our identity management and access governance solutions make the 

world’s largest organizations more secure and productive in the shortest time at the 

lowest costs. Avatier brings all of your back-office business applications and employee

assets together and manages them as one.
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