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P00

A CONSUMER WANTS APARTICULAR SERVICE (B.G., A CONTRAUTUOR'S
SERVICE, A SBERVICE IN LAW, OR APPLY FORK A HOME BQUITY LOAN) 1782

THE CONSUMEBR ACCENSSES, VIA A GRAPHICAL INTERFACE, THE SERVICE
- STORE DIRECTLY OR ACCESSES THE 550 AGGREGATED IDENTITY ENGINE
- THROUGH WHICH TO ACCESS THE SERVICE STORE 1704

THE SERVICE STORE DISPLAYS A PLURALUITY OF SERVICES, EACH SERVICE
HAVING BEEN ADDED PREVIOUSLY BY A SERVICE PROVIDER 1786

THE SERVICE STORE ACCEPTS A KEQUREST FOR OR SELECTION OF A
PARTICULAR SERVICE PFROM THE PLURALITY OF bERVICES 1788

THE SERVICE STORE SENDS A BREQUEST TO THE s550 AGGREGATED IDENTITY
ENGINE FOR THE MOST CURRBENT INFORMATION ABOUT THE CONSUMEH,
WHERE THE REQUEST CONTAINS PARAMEBTERS REFLECTING THE [DENTITY OF
THE CONSUMBER 1718

\
THE sSSO AGUREGATED IDENTITY RECEIVES THE REQUEST AND USES THE
PARAMEBTERS TO FIND A MATCHING IDENTITY WHHIN TS TDENTITY
DATABASE AND RETURNS 1O THE SERVICE STORE THE MOST CUKBENT
PREVIOUSLY, »TOKED INFORMATION ABOUT THE CONSUMER 1712

) ' s
'

| THE SERVICE STORE, UPON RECEIVING THE MOST CURRENT INFORMA TION

| ABOUT THE CONSUMER AND BASED ON SUCH INFORMATION, COMMUNICATES
- WITH OTHER ENTITIES (E.G., A BANK, A SECURE SIGNATURE SERVICE, A

. CALENDIARING SERVICE) AS NEEDED TO FULFILL THE SERVICE IN A WAY

| THAT IS TATLORED TO THE CONSUMER 1714

]
L !
b

THE SERVICE DTORE PRESENTS THE TAHLLORED SERVICE 1O THE CONSUMEKR,
- INCLUDING, A5 NEEDED, A SIGNED CONTRACT, A SCHEDULE FOR THE
- SERVICE, AND/OR ANY OTHER RELEVANT PROVISIONS 1716

Fi{s. 17
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AGGREGATOR TECHNOLOGY WITHOUT
USERNAMES AND PASSWORDS
IMPLEMENTED IN A SERVICE STORE

CROSS REFERENCE TO RELATED
APPLICATIONS

This patent application 1s a continuation-in-part of

copending U.S. patent application Ser. No. 15/626,997,
AGGREGATOR TECHNOLOGY WITHOUT USER-

NAMES AND PASSWORDS, filed Jun. 19, 2017 (now U.S.
Pat. No. 9,979,715), which 1s incorporated herein by refer-
ence 1n 1ts entirety, which 1s a divisional of U.S. patent
application Ser. No. 15/052,747 (now U.S. Pat. No. 9,686,
2'73), AGGREGATOR TECHNOLOGY WITHOUT USER-
NAMES AND PASSWORDS, filed Feb. 24, 2016, which 1s
incorporated herein by reference 1n 1ts entirety, and addi-

tionally claims priority from U.S. Provisional Patent Appli-
cation No. 62/120,153, SOCIAL SINGLE SIGN-ON

AGGREGATOR WITHOUT USERNAMES AND PASS-
WORDS, filed Feb. 24, 2015, which i1s also incorporated
herein by this reference in 1ts entirety, and additionally

claims priority from U.S. Provisional Patent Application No.
62/427,662, SERVICE STORE, filed Nov. 29, 2016, which
1s incorporated herein by reference in its entirety.

BACKGROUND OF THE INVENTION

Technical Field

This imnnovation relates generally to the field of automated
identity and access management technology in a service
store 1mplementation. More specifically, this 1mnovation
relates to using aggregator technology without usernames
and passwords for automating 1dentity and access manage-
ment 1n a service store implementation.

Background

Many organizations rely on technological identity and
access management solutions to keep pace with the growth
of their organizations, e.g. gaming and hospitality enter-
prises. Thus, for example, such organizations deploy auto-
mated user de-provisioning or password policy enforcement.

In today’s environment, partner enterprises allow an
external user from one organization outside of their network
to have access to an mternal application of their orgamization
within their own network. This type of partnership can be
referred to as federated identity management. With using
tederated 1dentity management, an internal application writ-
ten at Company A can be made publicly available. For a user
at Company B on one type of network to access on an
entirely different network the internal application written at
Company A, the user has to perform the following proce-
dure. The user creates an internal ID at Company A, enters
the mternal application and maps his external 1D from his
own network to his mternal ID on Company A’s network.
Further, Company A can allow the user to access their
internal application by the user using a social network
account, such as a LinkedIn (Mountain View, Calif.; “Linke-
dIn”) account for example. Then, Company A can link the
external user’s social network account sign on to Company
A’s 1ternal application.

The technique described above allows Company A to
manage their partners’ access to their internal applications.

Today, there’s a technology known as federation, which
allows an enterprise to manage their partners” access to their
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2

internal applications. However, federation requires high
maintenance for every partner company and a lot of nitial
cllort to set up and configure.

With regard to current practices for a user to obtain a
service, the process typically 1s complicated. For example, 11
a user needs the services of a contractor to remodel a room
in a house, the user and the contractor engage 1n one or more
careful dialogs before ultimately agreeing on the specifics
that need to be done for the remodel, e.g. type of tloor for
a bathroom, which wall to remove to enlarge a living room,
or what type of lumber to use for a replaced outdoor deck.
Coming to an agreement on the specifics can typically take
a number of interactions between the user and the contractor,
especially when the user has questions regarding cost,
scheduling, and other constraints, e.g. no work to be done on
the home during weekends.

This process for providing or obtaining a service 1s the
status quo, regardless of the environment for which the
service 1s rendered. Examples of such environments include
the gamut from the Internet for online services such as
obtaining a subscription to an online blog to an enterprise
provisioning information technology (IT) services such as
access to an enterprise account.

-

SUMMARY

Techniques are described in which a service store 1s
provided that allows consumers to shop for services online.
The service store system architecture includes a service store
which interacts over a network with service consumers,
service providers, a social single sign-on aggregated identity
engine, and various external partners. Through the online
service store, complex and customized ordering and fulfill-
ment processes are achieved using the service store envi-
ronment.

BRIEF DESCRIPTION OF THE DRAWINGS

One or more embodiments of the present invention are
illustrated by way of example and not limitation in the
figures of the accompanying drawings.

FIG. 1 illustrates an example of an interface of a user’s
page ol an aggregator platform, according to an embodi-
ment,

FIG. 2 1llustrates an example of a user interface showing
two 1cons representing an enabled application on the aggre-
gator platform and a not-enabled application on the aggre-
gator platform, according to an embodiment;

FIG. 3 1llustrates an example of a user interface showing
a log 1n graphical user intertace (GUI) for a user to add and
configure an organization to his aggregator platiorm,
according to an embodiment;

FIG. 4 1s a schematic diagram of a system architecture for
the aggregator platform, according to an embodiment;

FIG. 5A 1s a flow diagram of a process for registration to
a social federation system, according to an embodiment;

FIG. 5B 1s a flow diagram of a process for registration to
an aggregator system, according to an embodiment;

FIG. 6 1llustrates an example of a user interface showing
an SSO user sharing an application with an unregistered or
registered SSO user, according to an embodiment;

FIG. 7 1llustrates an example of a user interface showing,
a user has selected a Share command to send to a recipient
user;

FIG. 8 1llustrates an example of a user interface showing
how after the SSO user proceeds with registration or log in
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to SSO, the system provides the user the capability of seeing
his shared SSO applications, according to an embodiment;

FIG. 9 illustrates an example of a user interface of a
delegation page in which a user can enter a delegation type,
provider type, provider user name, applicable filters, and a
selection of one or more applications to share, according to
an embodiment;

FIG. 10 1llustrates an example of a user interface showing,
a sample dropdown list of the provider types of FIG. 9,
according to an embodiment;

FIG. 11 illustrates an example of a user interface showing,
a home page of the aggregator system, according to an
embodiment;

FI1G. 12 1llustrates an example of two diflerent devices, a
tablet and a smartphone, each displaying the home page web
page of the aggregator system, according to an embodiment;

FI1G. 13 illustrates an example of a user interface showing
four web applications that a user can configure to add to his
aggregator system, according to an embodiment;

FI1G. 14 illustrates an example of a user interface showing
icons representing web applications which were added to the
system and from which the user can launch with just one
click, according to an embodiment;

FIG. 15 1s a block schematic diagram of a system 1n the
exemplary form of a computer system according to an
embodiment;

FIG. 16 1s a block schematic diagram of a service store
environment showing how the service store interacts with
service consumers, service providers, the social single sign-
on aggregated 1dentity engine, and various external partners,
according to an embodiment;

FIG. 17 1s a flow diagram of an ordering and tulfillment
process using the service store environment, according to an
embodiment; and

FIGS. 18A-K are exemplary screen shots showing graphi-
cal 1conic representations of various services oflered by the
service store and their introductory pages, according to an
embodiment.

DETAILED DESCRIPTION

Techniques are described 1 which a service store 1s
provided that allows consumers to shop for services online.
The service store system architecture includes a service store
which interacts over a network with service consumers,
service providers, a social single sign-on aggregated identity
engine, and various external partners. Through the online
service store, complex and customized ordering and fulfill-
ment processes are achieved using the service store envi-
ronment.

Also mtroduced here 1s a technique with which to access
a user’s web applications. The user registers and signs on to
an aggregator system using any supported login identity
provider username and password. When the user registers
for the first time, the system collects additional information
to verity the user for a subsequent access to the system. The
system also automatically creates an system secret username
and secret, highly securely generated password, both of
which are unknown and inaccessible to the user. The secret
username and password are stored in an lightweight direc-
tory access protocol (LDAP) server or database or i a
distributed cloud database system. The system also maps the
login 1dentity provider user name to the secret user name and
password for subsequent usage.

References in this description to “an embodiment”, “one
embodiment”, or the like, mean that the particular feature,
function, structure or characteristic being described 1is
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included 1n at least one embodiment of the present invention.
Occurrences of such phrases 1n this specification do not
necessarily all refer to the same embodiment. On the other

hand, the embodiments referred to also are not necessarily
mutually exclusive.

An Exemplary Embodiment of an Aggregator
Platform without Usernames and Passwords

An exemplary embodiment of an aggregator platform
without usernames and passwords 1s a social single sign-on
(“sSSO”) platform. It should be appreciated that the tech-
nique discussed herein can also refer to the aggregator
system or application, depending on the context of the
discussion. Such platform comprises a server that aggregates
a plurality of web applications both internal to an organi-
zation and that are public facing to login 1dentity providers
including social networking sites such as for example Linke-
dln or Facebook (Menlo Park, Calif.; “Facebook™). The
platform presents the aggregation of such web applications
as links provided to a particular user.

Examples of login 1dentity providers include but are not
limited to social networking sites, Linkedin and Facebook.
A sample non-exhaustive list can be found in FIG. 4, which
1s described 1n further detail below.

Non-exhaustive examples of web applications that can be
aggregated by the server can be found 1n FIG. 1. FIG. 1 1s
a sample mmnovative interface of a user’s page on a sSSO
application, which displays a collection of web applications
which the user had previously added to his sSSO applica-
tion.

It should be appreciated that the aggregator platform 1s
not limited to the social single sign-on environment. The
techniques itroduced herein are applicable to aggregators
that allow end users to add an application, such that to link
to the application at any future time, and from any device,
would not need to reenter an 1D and/or password. However,
employing the social single sign-on implementation of the
technique as discussion herein 1s for purposes of understand-
ing the innovation herein and not for limiting purposes.

To access any of the user’s web applications, the user
registers and signs on to a social sign-on system (“sSSO”)
using any supported login identity provider user name and
password. For example, the user can register to sSSO using
his user name and password that he uses for his Linkedin
account. If the user 1s registering for the first time, the sSSO
collects additional information to verity the user later such
as for a subsequent access to sSSO. For example, sSSO can
collect but 1s not limited to collecting the user’s mobile
phone number, questions and answers related to information
unique to the user, pictures, biometric data, and/or social
information from the identity providers, such as for example
information regarding iriends, pictures, dates, and conver-
sations. sSSO also automatically creates an sSSO secret user
name and a sSSO secret, highly securely generated pass-
word. Both such secret user name and secret password are
unknown and 1naccessible to the user. In an embodiment,
this secret user name and secret password are stored 1n an
lightweight directory access protocol (LDAP) server or
database or 1n a distributed cloud database system, etc. sSSO
also maps or links the login 1dentity provider user name to
the secret user name and password of sSSO system for
subsequent usage.

After the user has registered, the user can start using
signal sign-on to login automatically to web applications
available to the sSSO system. The login identity provider 1s
mapped to the sSSO secret internal user name for purposes
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of displaying the configured SSO enabled web applications
to the appropriate sSSO logged 1n user. In short, the sSSO

secret internal user name 1s used to display the right apps
(web applications) to the right user. Thus, for example, when
the user obtains a new, upgraded smartphone, the user does
not need to download and reenter the user ID and password
for each of his web applications. The user can access any and
all of his applications registered in the sSSO from the sSSO
application.

FIG. 2 1s a sample user interface showing icons repre-
senting an enabled and a not enabled SSO application. In
this example, the leftmost 1con, e.g. Oflice, represents an
SSO enabled application while the 1icon to the right repre-
sents a web application, e.g. Oflice Depot, that 1s not
enabled. In this example, the sSSO application 1s configured
to display a visual indicator, such as the triangle with the
exclamation sign inside, to indicate that such web applica-
tion 1s not sSSO enabled.

In an embodiment, to enable a web application for sSSO
requires entering a user name and optionally a password. An
example implementation can be found in FIG. 3. FIG. 3 1s
a sample user interface of a registration screen to register a
particular web application. In the registration screen, a user
can enter his or her user name and optionally his or her
password for the particular web application.

If the SSO web application, e.g. Oflice Depot 1n FIG. 3,
1s also a login 1dentity provider then sSSO automatically
maps or otherwise links the new login identity provider to
the sSSO internal secret user name, which enables that login
identity provider, e.g. Oflice Depot, to be used for login 1n
purposes 1n addition to the existing registered login 1dentity
provider, e.g. the original sSSO system. As another example,
Facebook and LinkedIn could both be login identity pro-
viders to the sSSO system assuming the LinkedIn web
application was enabled for single sign-on.

If the sSSO user decides to login using a new unregistered
login 1dentity provider, e.g. Facebook, and the user never
ecnabled that login identity provider web application for
SSO, the sSSO system will attempt to identify the end user.
For example, the sSSO system can go to and use a stored list
of usernames and related metadata such as email addresses,
actual names, etc., and display candidate selections, e.g. a
list of users with similar names from the registered login
identity providers, e.g. FACEBOOK: IJulie@yahoo.com.
That 1s, the sSSO system prompts the user to pick the login
identity provider user name that they recognize. The login
identity provider user name can be received by other mput
means such as for example the user entering his or her user
name 1n a text box, audibly providing the user name,
selecting an 1mage that 1s recognized by the user, providing
biometric data such as a finger print, and so on. In addition
to using the received user input, the sSSO verifies the
identity of the sSSO user by using additional registration
information, that 1s information which was provided by the
user when the user registered. For example, such additional
registration mformation can include but 1s not limited to
SMS, Questions/Answers, already registered login identity
provider information, biometric information, etc.

An Exemplary Embodiment of Social Single
Sign-on without Username or Password from a
Single Sign-on Provider

An embodiment can be understood with reference to FIG.
4. F1G. 4 15 a schematic diagram of a system architecture for
an aggregator platform, such as for example sSSO, without
username or password from the provider, such as for
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example a SSO provider, 400. A user 402 logs 1nto a social
single sign-on (sSSO) application 408, e.g. such as at a

website, Soc1alSSO.com for example, 1n a network environ-
ment such as 1 a cloud environment. A plurality of social
login 1dentity providers 404 are communicably connected
with sSSO 408 such that for example a user can log onto
sSSO 408 through any of these connected social logins
identity providers 404. sSSO 408 1s communicably con-
nected to a repository, sSSO login database (DB) 410. In this
illustrative example, repository 410 1s storing two user-
names associated with user 402: Julia@yahoo.com associ-
ated with her Facebook account and JuliaT@icloud.com
associated with her Linkedin account. sSSO 408 1s commu-
nicably connected to web applications 1n the cloud 406.
When the user registered with sSSO 408, sSSO 408
requested additional data from the user that could be used 1n
identifying the user at subsequent points 1n time. Types of
such data include but are not limited to user data, passwords,
mobile data, questions and answers, biometric data, and
social data. sSSO 408 stores such data 1n a second repository
414 via a distributed directory information service over an
Internet Protocol (IP) network 412 such as for example a
Lightweight Directory Access Protocol (LDAP) system 412.
These user names and other data stored 1n repository 414 and
accessible via service 412 are invisible and 1naccessible to
the users. Thus, user 402 can login to sSSO 408 using any
of her existing social usernames (as shown in repository
410) associated with the respective social login identity
provider, which 1s linked to the user’s secret data stored in
repository 414. Then, after making the link, sSSO proceeds
to verily the user by using any of such data in repository 414,
such as for example, asking for a cell phone number or a
asking a question and expecting a specific answer that
matches a stored answer.

Social Federation Social Single Sign-on

Social Federation social single sign-on (*sFed”) can be a
system, API, or service that enables an organization such as
a company, a university, or a government agency, etc. or end
user to easily and securely enable an external party such as
a contractor, vendor, alummni, family, friends, etc. access to
internal (private) and external (public) web applications
without using traditional federation technologies or manyu-
ally requiring setting up a new user name and password.
sFed combined with sSSO easily and securely shares web
site login-related data with any user who already has a
username and password on a login 1dentity provider website.

An embodiment of the invention can be understood with
reference to FIG. 5A. FIG. 5A 15 a flow diagram of a process
for registration to a social federation system. To use the sFed
system requires an external party to register in sSSO or any
registered sSSO user to mvite an unregistered sSSO user.
After they have been registered, the sFed system detects
sSSO registration and registered login 1dentity provider user
name. Using the sFed system, APIL, or service, the organi-
zation sFed admimstrator or a sSSO user can delegate
(share) sSSO enabled web applications to a registered user
or invite an unregistered sSSO user which automatically
registers the user into the sSSO system by requiring the
invited user to login once to the sSSO system using a login
identity provider user name. For example, FACEBOOK:
Julie@yahoo.com registers on sSSO and sFed verifies her
identity by sending her a SMS token, or question associated
with an expected (Q/A), or requiring a biometric confirma-
tion. Thus, 1n an embodiment, requiring a user to remember
and enter login informational data 1s not needed. sSSO 1s
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configured to transmit an alert to the user, where the user can
respond with identifying-related data as discussed above.

An embodiment of the invention can be understood with
reference to FIG. 3B. FIG. 5B 1s a process flow for regis-
tration to the sSSO system. A user such as an sSSO Client
or sSSO Administrator sends an invitation to a recipient, .g.
sSSO Share App Recipient, for the purposes of sharing or
delegating an application. If the sSSO recipient 1s already
registered with sSSO, e.g. 1s a Registered sSSO User, then
when such sSSO recipient logs 1n to sSSO and accepts the
invitation, the delegated application 1s added by the sSSO
system to the recipient’s collection of sSSO applications. It
the sSSO recipient 1s not yet registered with sSSO, then with
the 1nvitation, such recipient 1s provided the opportunity to
register with the sSSO system by providing single or multi-
factor verification data. Subsequently, the recipient 1s a
registered sSSO user and the application 1s added to such
user’s collection of sSSO applications.

In an embodiment, sSSO enables a user to share login
capability along with sharing an application.

FIG. 6 1s a sample user interface showing an SSO user
sharing an application with an unregistered or registered
SSO user. The user imitiates the process for the selected SSO
application, e.g. Egnyte, by clicking on the 1con.

FIG. 7 1s a sample user interface showing a user has
selected a share command to send to a recipient user. The
share command can be sent via multiple methods including
but not limited to email, SMS, social network, copying, etc.

FIG. 8 1s a sample user interface showing how after the
SSO user proceeds with registration or login to SSO, they
subsequently have capability of seeing or accessing shared
SSO applications. For example, the user can access the
shared applications by selecting a drop menu that contains a
link to a shared apps page. In this example, the system
provides a link to shared applications for each recipient.

An embodiment provides a sSSO delegation administra-
tor model and corresponding functionality. An administrator
can delegate a particular sSSO user to a particular sSSO
application, as shown 1n FIG. 9 for example. FIG. 9 15 a
sample user interface of a delegation page 1in which a user
can enter a delegation type, e.g. SocialLogin.me, provider
type, e.g2. Sign 1n with Facebook, a provider user name, e.g.
Julie@yahoo.com, applicable filters, and a selection of one
or more applications to share, e.g. Go Daddy.

FIG. 10 1s a sample user interface showing a non-
exhaustive sample dropdown list of the provider types of
FIG. 9, each selected type enabling the user to sign in to
sSSO and/or sSSO’s various enabled web applications or
sSSO enterprise connected applications.

If the sFed administrator or sSSO end user 1s delegating
(sharing) a SSO enabled web application, that 1s using a
fixed username and password or a known user name and
password to multiple people or shared within the organiza-
tion to the sSSO user, then system 1s configured to cause the
shared web application to automatically appear on the sSSO
users’ sSSO 1nterface. For example, sFed uses an API or
direct database calls to add the new SSO enabled web
application to the user’s sSSO interface.

If the sFed administrator 1s delegating a SSO enabled web
application that 1s using a username and password that is
unique to the sSSO user, then sFed automatically creates a
user name and password on the enabled web application. For
example sFed can use a format for exchanging authentica-
tion and authorization data between parties such as between
an 1dentity provider and a service provider, e.g. Security
Assertion Markup Language (SAML). Or sFed can use
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internal methods. Then the SSO enabled web application
automatically appears enabled on the sSSO user’s sSSO
interface.

Web Crawler for Applications Requiring Logons

A techmique 1s introduced by which a web crawler system

crawls for web applications that require logons, regardless of
content. Each identified web application 1s added to a
database, such as for example the sSSO databases 410 or
414, of such type of applications. In accordance to one
technique, the web crawler system discovers a web appli-
cation and then attempts to logon to the application with a
bogus ID and a bogus password. If the attempt 1s unsuc-
cessiul, the web crawler system creates a defimition for the
web application, where the definition defines attributes of
the web application. The web crawler system uses these
attributes to categorize the web application within the data-
base. Based on matching the categorization and user pro-
files, the web crawler system oflers the web application to a
particular user to add the web application to the user’s
aggregation of web applications. For instance, the web
crawler system can display or send a message to the par-
ticular user indicating, “You like bicycles. Perhaps you'd like
to add this bicycle application (‘bikeapp.com’) to your
aggregated applications.”

Alternate Embodiments

A smartphone or tablet paradigm or environment 1llus-
trates how the mmnovation solves the technical problem of
using computer network resources and bandwidth efliciently
by streamlining user interactions with the network. FIG. 11
illustrates an example of a user interface showing a home
page of the aggregator system. FIG. 12 illustrates an
example of two different devices, a tablet and a smartphone,
cach displaying the home page web page of the aggregator
system. FIG. 13 illustrates an example of a user interface
showing four web applications that a user can configure to
add to his aggregator system. FIG. 14 1llustrates an example
ol a user interface showing icons representing web applica-
tions which were added to the system and from which the
user can launch with just one click.

For any new device and in particular for the devices
shown, the innovation streamlines user interactions with
network, because the user does not need to download and
reenter a user ID and password for each of the user’s
applications. With the technique introduced herein, the user
can launch any application already registered 1n the aggre-
gator platform with a single click, for instance as shown 1n
FIG. 14.

A further efliciency, among others, 1s afforded the tech-
nique introduced here by enabling a user from any device the
ability to login with one click to the aggregator system, e.g.
as shown in FIG. 11.

A turther efliciency 1s aflorded the technique by allowing
the user, in addition to launching with one click to a
designated application, to add and configure a new applica-
tion to his already registered applications, as shown in FIGS.

12 and 13.

An Example Machine Overview

FIG. 15 15 a block schematic diagram of a machine 1n the
exemplary form of a computer system 1500 within which a
set of 1nstructions may be programmed to cause the machine
to execute the logic steps of the mvention. In alternative
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embodiments, the machine may comprise a network router,
a network switch, a network bridge, personal digital assis-
tant (PDA), a cellular telephone, a Web appliance or any
machine capable of executing a sequence of instructions that
specily actions to be taken by that machine.

The computer system 1500 includes a processor 1502, a
main memory 1504 and a static memory 13506, which
communicate with each other via a bus 1508. The computer
system 1500 may further include a display umt 1510, for
example, a liquid crystal display (LCD) or a cathode ray
tube (CRT). The computer system 1300 also includes an
alphanumeric iput device 1512, for example, a keyboard; a
cursor control device 1514, for example, a mouse; a disk
drive unit 1516, a signal generation device 1518, for
example, a speaker, and a network interface device 1528.

The disk drive unit 1516 includes a machine-readable
medium 1524 on which 1s stored a set of executable instruc-
tions, 1.e. software, 1526 embodying any one, or all, of the
methodologies described herein below. The software 1526 1s
also shown to reside, completely or at least partially, within
the main memory 1504 and/or within the processor 1502.
The software 1526 may further be transmitted or received
over a network 1530 by means of a network interface device
1528.

In contrast to the system 1500 discussed above, a diflerent
embodiment uses logic circuitry instead of computer-ex-
ecuted 1nstructions to 1mplement processing entities.
Depending upon the particular requirements of the applica-
tion 1n the areas of speed, expense, tooling costs, and the
like, this logic may be implemented by constructing an
application-specific itegrated circuit (ASIC) having thou-
sands of tiny integrated transistors. Such an ASIC may be
implemented with CMOS (complementary metal oxide
semiconductor), TTL (transistor-transistor logic), VLSI
(very large systems integration), or another suitable con-
struction. Other alternatives include a digital signal process-
ing chip (DSP), discrete circuitry (such as resistors, capaci-
tors, diodes, inductors, and transistors), field programmable
gate array (FPGA), programmable logic array (PLA), pro-
grammable logic device (PLD), and the like.

It 1s to be understood that embodiments may be used as or
to support software programs or software modules executed
upon some form of processing core (such as the CPU of a
computer) or otherwise implemented or realized upon or
within a machine or computer readable medium. A machine-
readable medium includes any mechanism for storing or
transmitting information in a form readable by a machine,
¢.g. a computer. For example, a machine readable medium
includes read-only memory (ROM); random access memory
(RAM); magnetic disk storage media; optical storage media;
flash memory devices; electrical, optical, acoustical or other
form of propagated signals, for example, carrier waves,
infrared signals, digital signals, etc.; or any other type of
media suitable for storing or transmitting information.

Further, 1t 1s to be understood that embodiments may
include performing computations with cloud computing. For
the purposes of discussion herein, cloud computing may
mean executing algorithms on any network that 1s accessible
by internet-enabled devices, servers, or clients and that do
not require complex hardware configurations, e.g. requiring,
cables, and complex software configurations, €.g. requiring
a consultant to install. For example, embodiments may
provide one or more cloud computing solutions that enable
users, €.g. users on the go, to login to sSSO web applications
using social network 1dentity providers or share sSSO web
applications anywhere on such internet-enabled devices,
servers, or clients. It further should be appreciated that one
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or more cloud computing embodiments include allowing a
user to login to sSSO web applications using social network

identity providers or share sSSO web applications using
mobile devices, tablets, and the like, as such devices are
becoming standard consumer devices.

An Exemplary Service Store Implementation

An embodiment 1s provided 1 which an online service
store or storefront 1s created and presented to consumers or
users on behalt of consumers. Via the online service store,
the user can see what the services cost up front and the
service store provides users a way to buy those services. In
addition, the service store enables a user not just to buy the
services but be able to schedule the services online. The
service store figures out and presents when a user’s next
appointment 1s or when the next available appointment is.
The service store also 1s configured to enable the user and
other parties to sign a service contract, e.g. the service level
agreement, online. Also, the service store enables the user
and the service provider to fine tune or adjust the price
online. For example, the service store can compute a price
based on criteria associated with the user such as for
example, the number of employees a user has or the number
of sites the user has. In an embodiment, the service store 1s
communicably coupled to a social single-sign on aggregate
identity system, which enables the service store to employ
the latest information about the user 1n such a way as to
create a unique service that 1s tailored to the user. For
example, 1f the user has selected to apply for a home equity
line of credit (“HELOC”) via the service store, the service
store can accept any credentials of the user, such as the
user’s accessing the service store via Facebook, send such
credentials to the social single-sign on aggregate identity
system, recerve specific data about the user, e.g. the user’s
income and current credit card debt, and use the specific
information to create a unique HELOC application (service)
and present 1t to the user.

An embodiment can be understood with reference to FIG.
16, a block schematic diagram of a service store environ-
ment 1600 showing how the service store interacts with
service consumers, service providers, the social single sign-
on aggregated 1dentity engine, and various external partners.
A service consumer (any of 1606A-C) accesses the online
service store 1602 to browse and select an appropriate
service. For example, service consumer 1606A desires to
apply for a HELOC. Service consumer 1606 A can be a
person desiring the service, a person requesting the service
on behalf of a different end consumer, or a programmed
entity or agent that 1s programmed to select a service and
begin the process. In another embodiment, service consumer
1606 A can access service store 1602 not directly but through
the aggregator platform as shown in FIG. 1. That 1s, the
service store can be a web application which the user had
previously added to his sSSO application, as described
above.

Service store 1602 1s communicably coupled to service
providers (any of 1604A-C) via one or more networks and
via appropriate application programming interfaces
(“APIs”). For example, service provider 1604 A also inter-
faces with service store 1602 to upload images (e.g., pho-
tographs, drawings, composite of GUI elements, etc.), cri-
teria, and other relevant data pertaining to the service to be
provided, as discussed 1n further detail below. Service store
1602 1s also commumicably coupled over one or more
networks using APIs to partner entities such as but not
limited to banks 1610, entities providing secure signatures
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of documents 1612, e.g. (@DocuSign Inc., San Francisco,
Calif., and calendaring entities, e.g. Outlook, Microsoft,
Redmond, Wash.

Service store 1602 1s communicably coupled to a social
single sign-on aggregated identity engine 1608 (“identity
engine’”), e.g. via an API. Examples of such identity engines
include but are not limited to the aggregator platform as
shown 1n FIG. 4.

Another embodiment of the invention can be understood
with reference to FIG. 17, a flow diagram of an ordering and
tulfillment process using the service store environment
1700. At step 1702, a consumer wants a particular service
(e.g., a contractor’s service, a service 1n law, or apply for a
HELOC). At step 1704, the consumer accesses, via a graphi-
cal mtertace, the service store directly or accesses the sSSO
aggregated 1dentity engine through which to access the
service store. At step 1706, the service store displays a
plurality of services, each service having been added pre-
viously by a service provider. At step 1708, the service store
accepts a request for or selection of a particular service from
the plurality of services. At step 1710, the service store sends
a request to the sSSO aggregated 1dentity engine for the most
current information about the consumer, where the request
contains parameters retlecting the 1dentity of the consumer.
At step 1712, the sSSO aggregated 1dentity receives the
request and uses the parameters to find a matching identity
within 1ts 1dentity database and returns to the service store
the most current previously, stored information about the
consumer. At step 1714, the service store, upon receiving the
most current mnformation about the consumer and based on
such information, communicates with other entities (e.g., a
bank, a secure signature service, a calendaring service) as
needed to fulfill the service 1n a way that 1s tailored to the
consumer. At step 1716, the service store presents the
tailored service to the consumer, including, as needed, a
signed contract, a schedule for the service, and/or any other
relevant provisions.

Another embodiment can be understood with reference to
FIGS. 18A-K, which are exemplary screen shots showing
graphical iconic representations of various services oflered
by the service store and their introductory pages.

In an embodiment, the service store interface 1s 1conic,
¢.g. 1t uses 1cons to represent the services that are configured
and offered. When a user clicks on any of the services, the
process takes the user to a landing page. For example, the
service provider may want to be able to monetize on that
landing page. The service store i1s a generic store that
contains any services. Thus, by way of the techniques
discussed herein, 1instead of creating a website, which can be
laborious, complex, and dithicult, a service provider can
create a store. The service provider can configure and ofler
whatever services they want. For instance, the service pro-
vider can configure the service to ofler basic services for free
or for a relatively low price. In addition, the service provider
can include premium types of models, premium services
such as a scheduler or other capabilities that may incur a
cost. Contract integration 1s an example of a feature that can
be optionally requested by a service consumer for a fee.

In an embodiment, a service provider can upload 1mages
and other data related to the oflered service to a service store
application interface in the cloud. For example, FIG. 18A
shows s1x services that are offered. While such services can
be offered from the same merchant, they can also be offered
by different merchants that are independent from one
another, yet have their services oflered at the same store-
front. In an embodiment, templates are provided such that
merchants can configure and complete the templates for
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their service. Service store 1602, upon receiving a com-
pleted template from a particular service provider, 1s con-
figured to communicate with 1dentity engine 1608 and bank
module 1610, secure signature module 1612, calendaring
module 1614, and others as needed, to assist the service
provider 1n fulfilling the service, when accepted.

In an embodiment, service store 1602 1s configured to
provide an online cart such that a service consumer can add
services to the cart to be purchased at a subsequent time. For
example, a user can add a service to apply for a HELOC, a
deck repairing service, and a patent application service to a
single cart.

In an embodiment, service store 1602 1s configured to
provide a menu, such as a drop-down menu, that contains the
services listed by category. Such menu 1s user-friendly and
make 1s very simple for a service consumer to start to shop
within a particular store or among stores. By way of the
menu, the service store 1s configured to allow a user to easily
navigate between services.

In an embodiment, service store 1602 1s configured to
integrate with smart contracts. That 1s, from the user’s
perspective, the contract 1s already built 1n. For example, in
the HELOC example, service store 1602 1s configured to
request from 1dentity engine 1608 the most up-to-date
identity information about the service consumer. In the
embodiment, the aggregated identity 1s configured to know
how many years the service consumer had worked at his or
her company and how much was owed on his or her credit
cards.

In an embodiment, service store 1602 1s configured to
integrate with smart scheduling. Again, service store 1602 1s
configured to request from i1dentity engine 1608 the most
up-to-date 1dentity information about the service consumer.
For example, the most up-to-date 1identity information about
the service consumer may include that the service consumer
1s an elementary teacher. Thus, the integrated smart sched-
uling component 1614, given that the consumer 1s an
clementary school teacher, might know to schedule the loan
request after an upcoming raise 1s expected to be given to all
teachers. Or, for a contracting service, smart calendaring
1614 might know that the service consumer’s calendar was
blacked out on a Friday, but 1s open on a Monday.

In an embodiment, service store 1602 1s configured to
send alerts to interested parties, such as the service consumer
or the service provider. For example, service store 1602 can
send to the service consumer via a service provider a
notification a half an hour before the meeting that they need
to meet 1n that hour. The integrated technology can be SMS
paging technology, email alerting, smart phone alerting, etc.
With this technology, the two parties can continue to com-
municate until the meeting time and place i1s confirmed.
Thus, service store 1602 1s configured to enable immediate
teedback regarding decisions pertaining to a particular ser-
viCe.

Thus, using service store 1602, service companies can
conduct business like popular product stores, e.g. Amazon-
.com (Amazon.com, Inc. or 1ts athiliates, Seattle, Wash.) or
the Apple App Store (10S) (Apple Inc., Cupertino, Calit.). In
an embodiment, no programming 1s required for a service
provider to set up his or her store. Service store 1602 1s
configured to provide a wizard interface coupled to appro-
priate templates so that the service provider can add his or
her services.

In an embodiment, the service provider can upload his or
her contract to secure signature module 1612, e.g. Docu-
Sign, which 1s integrated with service store 1602 such that
the electronic signatures are integrated.
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In an embodiment, each service 1s associated with an
identity (“ID”’) created by service store 1602. Such IDs are
stored 1n 1dentity engine 1608.

Service store 1602 1s configured such that service pro-
viders can start putting their services online. With the single
sign-on capability described above, the system 1602 1s
configured such that once a user 1s logged 1n to service store
1602, the user can go to anywhere (e.g., Linkedln, Face-
book, wherever) with that log on ID. Thus, 1n an embodi-
ment, a service ol a service provider can be stored in the
cloud, configured 1n such a way for a user open and begin
to use on whatever platform the user 1s on. In contrast,
current cloud applications, such as Google, Amazon, eBay,
are legacy cloud application, meaning, they are not designed
for a user to pull them up, e.g. while driving 1n a suitable car
and be able to touch and use with minimal user interfaces or
through a Google Glass, or through a mobile device. Such
applications are antiquated web applications.

In an embodiment, the services are configured 1n accor-
dance with responsive web design. Responsive web design
(RWD) 1s an approach to web design which includes
enabling web pages to render well on a variety of devices
and window or screen sizes. For example, a particular
service can be configured to change format depending on the
type of device on which 1t 1s being rendered, such as
automatically enable touch or enable the things that the
device needs to be responsive to whoever 1t 1s or whatever
application 1s viewing that site. Thus, service store 1602 is
configured to give users a framework from which they can
load applications that are responsive i design and will
morph or change dynamically to fit the environment that 1t’s
going into, whether 1t be a mobile device, a tablet, or PC or
maybe eventually Google Glasses. That 1s, service store
1602 1s configured to recognize the target environment and
then format 1ts presentation and the tools available for that
environment. Therefore, the i1nnovation ensures that the
service provider 1s not required to perform much computer
programming to create such applications.

The innovation described herein allows people to build
these stores for services which are different i terms ol how
one sells and presents a service and how one oflers service
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because services have more variables typically because the
services are unique typically i each case for each indi-
vidual. Using the individual’s aggregated 1Ds from 1dentity
engine 1608 also allows the services presented to be tailored.
If a service provider 1s a contractor or an architect or an
offeror of any kind of service, the projects typically are all
a bit different. This mnovation 1s an improvement over a
product store, because services are not products sitting 1n a

warchouse. Services are custom. For example, there’s a lot
of customization with software. The innovation solves the

problem of presenting a custom service 1n a way that 1s easy
to monetize, 1s easy to schedule, 1s easy to quote, 1s easy to
obtain electronic contracts and signatures, and so on.

An example implementation 1s a patent application ser-
vice. In this example, service store 1602 1s configured to
tacilitate the following scenario: a client wants to do busi-
ness with a patent attorney at an all-services law firm; the
client may want to meet with patent attorneys at the firm, so
the client needs to schedule some time; the patent attorneys
need to let the client know what kind of services are
available so that the client can pick the service in which they
are interested; the law firm has particular problems with
clearing conflicts so service store 1602 has the ability to
present a form to the client where the client can describe the
products so that the law firm can clear conflicts ahead of
time. In this particular scenario, there are confidentiality
1ssues and possibly others that can go in to establishing the
relationship between the law firm and the client. Thus,
service store 1602 can be configured to determine what kind
of services are needed and the required scheduling. Service
store 1602 can schedule the meeting as well as provide
examples of what the costs would be so that the service
consumer would understand what that 1s. Service store 1602
integrates all such considerations into a simple user inter-
face.

In an embodiment, calendaring 1614 component 1s built
in the cloud and can integrate with other established, exist-
ing calendar programs, e.g. Outlook or Google calendar.

An embodiment can be understood with reference to the
following table. Table A 1s a table of pseudo code for

creating an I'T Security Consulting store as shown in FIGS.
18A-K.

TABLE A

(I'TSecurityConsulting)

o Full-text search.
e Display results as:
. Large Tiles (default)
" Small Tiles (no descriptions)
" Rows
. fadmin/dashboard/
0 Shows general stats and action items depending on admin’s permissions.
. /fadmin/data/services/families/
o One page to view, add, edit, and remove all service roles.
. fadmin/data/services/new/
e Add a new service to the database.
e Need to select 1 or more service providers who will be

notified when service 1s purchased.

Name

title. short

title meta

title_ long

Data Type Notes
VARCHAR(30) Unique
Search results and
service page.
VARCHAR(70) Service page meta
title.
VARCHAR(100) Service page

<title>
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TABLE A-continued

(I'TSecurityConsulting)

url VARCHAR(30) Unique
Example:
directory-cleanup
description__short VARCHAR(75) Search results and
<h2> on service

page.
description__meta VARCHAR(160) Service page meta
description.

description__long TEXT HTML
Used either

HTMLS5 compliant
WYSIWYG or
DaringFireball.

keywords_ meta VARCHAR(200) Service page meta
keywords.

price_ usd NUMERIC(10, 2) The base price 1s
always 1n USD.
Other currencies
are converted 1n
shopping cart and
stored via session/
cookie.

price__increment TINYINT UNISIGNED
0 = starting at,
1 = hour, 2 = day,
3 = week,
4 = month, 5 = year
price__algorithm TINYINT 0 = none, 1 = first
algorithm,
2 = second
algorithm, 3 =. ..
price__algorithm_ data TEXT Contains JSON of
the pricing
algorithm
parameters, if
any.
family_ _name . . . BIT 0 = false, 1 = true
There will be one
column for each
family name.
icon VARCHAR(1000) JSON data
containing the
icon styling.
image VARCHAR(1000) ISON data
containing the
image styling.
active BIT 0 = false, 1 = true

/admin/data/services/providers/

0 One page to view, add, and edit the names and contact details of all service
providers.
O Status (activelinactive). Alerts when attempting to change the status of a

service provider if the aflected services no longer have any associated service
providers, (e.g., each [active] service must have at least 1 provider otherwise
the service cannot be fulfilled).
/admin/data/services/roles/
o One page to view, add, edit, and remove all service roles.
/fadmin/data/services/service/

o Edit or delete the service.

s Stats: views, baskets, checkouts, purchases, etc.
fadmin/data/services/tasks/

o One page to view, add, edit, and remove all service tasks.
/fadmin/login/
/fadmin/logout/

/admin/support/customers/
/fadmin/support/customers/customer/
fadmin/support/customers/customer/transactions/

fcart/

O Displays items currently in the user’s shopping cart.

O Ability to change the quantity of each item, delete the item, or return to the
service page and revise the service specifications (e.g., number of installations,
locations, etc.).

/cart/add/
0 Users from /services/SERVICENAME/ that completed the Add to Shopping Cart

form are received here for processing and then redirected to /cart/.
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TABLE A-continued
(I'TSecurityConsulting)
. /cart/checkout/
0 Customized agreement 1 scrolldown div, requires checkbox.
O Invoice summary.
e Credit card form.
. /cart/checkout/confirmation/
e Processes the checkout data and either redirect with error/alerts, or completes
the transaction.
" Send 3™-party scheduler to the buyer.
. Send to the buyer:
. PDF Invoice
. PDF Agreement with signed name in script.
. Link to schedule their service (3™-party cobrand/white label).
. Send details of service to the correct service providers.
. /families/
e Shows list of service families.
O Fach family links to /FAMILYNAME/
. Uses rewriterule so the homepage is really being loaded, but with
“..WHERE ‘“family_ name® = 1...” clause in search query.
. /roles/
O Shows list of service families.
o Each famuily links to /ROLENAME/
. Uses rewriterule so the homepage is really being loaded, but with
“..WHERE ‘role__name® = 1...” clause in search query.
. /services/
O 301 redirect to the homepage.
. /services/SERVICENAME/
O Description and 1mage of the service.
0 Add to Shopping Cart Form
" if(price__algorithm == 0)
. Show default request a price quote form.
" else
. Display the corresponding price algorithm from the library.
. All modifications to the form are stored in the database as JSON
with the user’s corresponding cookie/session ID.
. /tasks/
o Shows list of service tasks.
O Each famuily links to /TASKNAME/

" Uses rewriterule so the homepage 1s really being loaded, but with
“..WHERE ‘task__name*® = 1...” clause 1n search query.

Exemplary Embodiments

A computer-implemented method, apparatus, and non-
transitory computer-readable storage medium having stored
thereon a computer program comprising a program code for
performing, when the computer program 1s executed on a
computer or processor, for the service store are provided.
The embodiments may include displaying, by a service
store, on a graphical user interface, a plurality of icons, each
icon representing a service of a plurality of services, each
service having been added previously by a third-party ser-
vice provider independent of the service store; receiving, at
the service store, a request for a particular service, the
request originating from a selection of a particular icon from
the plurality of icons and comprising identity information
about a consumer of the service; querying, by the service
store, a sSSO aggregated 1dentity engine for the additional
information about the consumer, where the query comprises
parameters reflecting the identity of the consumer and does
not contain a username or password associated with the
consumer, the query further comprising parameters to find a
matching identity within a database of the sSSO aggregated
identity engine; receiving, at the service store from the sSSO
aggregated 1dentity engine, the additional information about
the consumer; responsive to recerving the additional infor-
mation about the consumer and based on the additional
information, building a customized query for a thuird-party
secure signature service, the customized query built using 1n
part the additional information about the consumer; respon-
sive to recerving the additional information about the con-
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sumer and based on the additional information, building a
customized query for a third-party calendaring service, the
customized query built using 1n part the additional informa-
tion about the consumer; responsive to receiving the addi-
tional information about the consumer and based on the
additional information, building a customized query for a
third-party banking service, the customized query built
using in part the additional information about the consumer;
responsive to receiving query results from the third-party
secure signature service, causing a contract to be signed by
the consumer and the third-party service provider indepen-
dent of the service store; responsive to receiving query
results from the third-party calendaring service, causing a
schedule for the particular service to be generated and
distributed to the consumer and the third-party service
provider independent of the service store; and responsive to
receiving query results from the third-party banking service,
causing a payment channel between the consumer and the
third-party service provider independent of the service store
to be generated for the fulfillment of the particular service.
The embodiments further may include wherein the particular
service 1s a building contractor service; wherein the particu-
lar service 1s a legal service; wherein the particular service
1s an nformation technology (IT) service; wherein the
particular service 1s a real estate-related service; and wherein
the particular service 1s a debt-related service.

Although the invention 1s described herein with reference
to the preferred embodiment, one skilled in the art will
readily appreciate that other applications may be substituted
for those set forth herein without departing from the spirit
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and scope of the present invention. Accordingly, the inven-
tion should only be limited by the claims included below.

The invention claimed 1s:

1. A method comprising;

displaying, by a service store, on a graphical user inter-
face, a plurality of 1cons, each icon representing a
service ol a plurality of services, each service having
been added previously by a third-party service provider
independent of the service store;

receiving, at the service store, a request for a particular
service, the request originating from a selection of a
particular icon from the plurality of icons and compris-
ing identity imnformation about a consumer of the ser-
vice;

querying, by the service store, a sSSO aggregated 1dentity
engine for the additional mmformation about the con-
sumer, where the query comprises parameters reflect-
ing the 1dentity of the consumer and does not contain a
username or password associated with the consumer,
the query further comprising parameters to find a
matching 1dentity within a database of the sSSO aggre-
gated 1dentity engine;

receiving, at the service store from the sSSO aggregated
identity engine, the additional information about the
consumer;

responsive to recerving the additional information about
the consumer and based on the additional information,
building and deploying, by the service store, a custom-
1zed query for a third-party secure signature service, the
customized query built using in part the additional
information about the consumetr;

responsive to receiving the additional information about
the consumer and based on the additional information,
building and deploying, by the service store, a custom-
1zed query for a thuird-party calendaring service, the
customized query built using in part the additional
information about the consumer;

responsive to recerving the additional information about
the consumer and based on the additional information,
building and deploying, by the service store, a custom-
1zed query for a third-party banking service, the cus-
tomized query built using in part the additional infor-
mation about the consumer;

responsive to receiving query results from the third-party
secure signature service, causing a contract to be signed
by the consumer and the third-party service provider
independent of the service store;

responsive to recerving query results from the third-party
calendaring service, causing a schedule for the particu-
lar service to be generated and distributed to the
consumer and the third-party service provider indepen-
dent of the service store; and

responsive to recerving query results from the third-party
banking service, causing a payment channel between
the consumer and the third-party service provider inde-
pendent of the service store to be generated for the
fulfillment of the particular service;

wherein one or more steps are performed on at least a
processor coupled to at least a memory.

2. The method of claim 1, wherein the particular service

1s a building contractor service.

3. The method of claim 1, wherein the particular service

1s a legal service.

4. The method of claim 1, wherein the particular service

1s an information technology (IT) service.

5. The method of claim 1, wherein the particular service

1S a real estate-related service.
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6. The method of claim 1, wherein the particular service

1s a debt-related service.

7. The method of claim 1, further comprising:

prior to the service store displaying the plurality of 1cons,
receiving, at the service store, a request to open a
session of the service store and to display the plurality
of 1cons, the request from the sSSO aggregated 1dentity
engine and originating by the consumer.

8. An apparatus comprising:

a processor operable to execute computer program
instructions; and

a memory operable to store computer program instruc-
tions executable by the processor, for performing:

displaying, by a service store, on a graphical user inter-
face, a plurality of 1cons, each icon representing a
service ol a plurality of services, each service having
been added previously by a third-party service provider
independent of the service store;

receiving, at the service store, a request for a particular
service, the request originating from a selection of a
particular icon from the plurality of icons and compris-
ing 1dentity information about a consumer of the ser-
vice;

querying, by the service store, a sSSO aggregated 1dentity
engine for the additional immformation about the con-
sumer, where the query comprises parameters retlect-
ing the identity of the consumer and does not contain a
username or password associated with the consumer,
the query further comprising parameters to find a
matching 1dentity within a database of the sSSO aggre-
gated 1dentity engine;

recerving, at the service store from the sSSO aggregated
identity engine, the additional information about the
consumer;

responsive to receiving the additional information about
the consumer and based on the additional information,
building and deploying, by the service store, a custom-
1zed query for a third-party secure signature service, the
customized query built using 1n part the additional
information about the consumer;

responsive to receiving the additional information about
the consumer and based on the additional information,
building and deploying, by the service store, a custom-
ized query for a third-party calendaring service, the
customized query built using 1n part the additional
information about the consumer;

responsive to receiving the additional information about
the consumer and based on the additional information,
building and deploying, by the service store, a custom-
1zed query for a third-party banking service, the cus-
tomized query built using 1n part the additional nfor-
mation about the consumer;

responsive to recerving query results from the third-party
secure signature service, causing a contract to be signed
by the consumer and the third-party service provider
independent of the service store;

responsive to recerving query results from the third-party
calendaring service, causing a schedule for the particu-
lar service to be generated and distributed to the
consumer and the third-party service provider indepen-
dent of the service store; and

responsive to receiving query results from the third-party
banking service, causing a payment channel between
the consumer and the third-party service provider inde-
pendent of the service store to be generated for the
fulfillment of the particular service.
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9. The apparatus of claim 8, wherein the particular service
1s a building contractor service.

10. The apparatus of claim 8, wherein the particular
service 1s a legal service.

11. The apparatus of claim 8, wherein the particular
service 1s an information technology (IT) service.

12. The apparatus of claim 8, wherein the particular
service 1s a real estate-related service.

13. The apparatus of claim 8, wherein the particular
service 15 a debt-related service.

14. The apparatus of claim 8, wherein the computer
program 1instructions further comprises:

prior to the service store displaying the plurality of icons,

receiving, at the service store, a request to open a
session of the service store and to display the plurality
of 1cons, the request from the sSSO aggregated 1dentity
engine and originating by the consumer.

15. A non-transitory computer-readable storage medium
having stored therecon a computer program comprising a
program code for performing, when the computer program
1s executed on a computer or processor, a method compris-
ng:

displaying, by a service store, on a graphical user inter-

face, a plurality of 1cons, each icon representing a
service ol a plurality of services, each service having
been added previously by a third-party service provider
independent of the service store;

receiving, at the service store, a request for a particular

service, the request originating from a selection of a
particular icon from the plurality of icons and compris-
ing i1dentity information about a consumer of the ser-
vice;

querying, by the service store, a sSSO aggregated 1dentity

engine for the additional information about the con-
sumer, where the query comprises parameters retlect-
ing the 1dentity of the consumer and does not contain a
username or password associated with the consumer,
the query further comprising parameters to find a
matching 1dentity within a database of the sSSO aggre-
gated 1dentity engine;

receiving, at the service store from the sSSO aggregated

identity engine, the additional information about the
consumer;

responsive to recerving the additional information about

the consumer and based on the additional information,
building and deploying, by the service store, a custom-
1zed query for a third-party secure signature service, the
customized query built using in part the additional
information about the consumer;
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responsive to receiving the additional information about
the consumer and based on the additional information,
building and deploying, by the service store, a custom-
1zed query for a third-party calendaring service, the
customized query built using 1n part the additional
information about the consumer;

responsive to receiving the additional information about

the consumer and based on the additional information,
building and deploying, by the service store, a custom-
1zed query for a third-party banking service, the cus-
tomized query built using 1n part the additional 1nfor-
mation about the consumer;

responsive to receiving query results from the third-party

secure signature service, causing a contract to be signed
by the consumer and the third-party service provider
independent of the service store;

responsive to receiving query results from the third-party

calendaring service, causing a schedule for the particu-
lar service to be generated and distributed to the
consumer and the third-party service provider indepen-
dent of the service store; and

responsive to receiving query results from the third-party

banking service, causing a payment channel between
the consumer and the third-party service provider inde-
pendent of the service store to be generated for the
fulfillment of the particular service.

16. The non-transitory computer-readable storage
medium of claim 15, wherein the particular service 1s a
building contractor service.

17. The non-transitory computer-readable storage
medium of claim 15, wherein the particular service 1s a legal
service.

18. The non-transitory computer-readable storage
medium of claim 15, wherein the particular service 1s an
information technology (IT) service.

19. The non-transitory computer-readable storage
medium of claim 15, wherein the particular service 1s a
debt-related service.

20. The non-transitory computer-readable storage
medium of claim 15, wherein the computer program code
further comprises:

prior to the service store displaying the plurality of icons,

receiving, at the service store, a request to open a
session of the service store and to display the plurality
of 1cons, the request from the sSSO aggregated 1dentity
engine and originating by the consumer.
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